
PRINCE WILLIAM SOUND
AREA COMMITTEE

October 5th, 2023



Agenda

0900-0915 
Opening remarks from FOSC CDR Rousseau and SOSC Anna Carey. 
Participant self Introductions 

0915-0945  
Kristina Arsenault (Maritime Cyber Security)

0955-1025 
Barrett Salisbury, DNR (PWS Earthquakes) 

1035-1105
Mike Day, SERVS (OSRB-5) 

1115-1145
CDR Matt Richards, USCG (Alternative Planning Criteria)

1145     -Status Update on Geographic Response Strategy Subcommittee
              -Status Update on Regional Stakeholders Workgroup 
              -Public comment and closing remarks 

1200 
30 Minute Tabletop Exercise Primer (participation encouraged)



Opening Remarks



CYBERSECURITY AND THE MARITIME ENVIRONMENT
September 2023



MARINE TRANSPORTATION SYSTEMS & CYBERSECURITY 
 (WHY IT MATTERS)

“Cyber attacks against the United States (U.S.) are one of the most significant threats 
to our economic and military power since World War II.“
2021-Cyber-Strategic-Outlook.pdf (uscg.mil) 

“Escalating cyber risks to America’s critical infrastructures present an existential 
threat to continuity of government, economic stability, social order, and national 
security…  U.S. companies find themselves on the front lines of a cyber war they are 
ill-equipped to win, against nation-states intent on disrupting or destroying our 
critical infrastructure.  Bold action is needed to prevent the dire consequences of a 
catastrophic cyber attack.” 
President’s National Infrastructure Advisory Council report Dec 2019

https://www.uscg.mil/Portals/0/Images/cyber/2021-Cyber-Strategic-Outlook.pdf
https://www.cisa.gov/sites/default/files/publications/The%20President%26%23039%3Bs%20National%20Infrastructure%20Advisory%20Council%26%23039%3Bs%20%28NIAC%29%20Charter%20December%202019_508.pdf


SUPPLY CHAIN MANAGEMENT AND CYBER DEPENDENCY



GEOGRAPHIC ELEMENTS OF THE MARINE 
TRANSPORTATION SYSTEM



INFORMATION TECHNOLOGY & OPERATIONAL TECHNOLOGY (IT/OT)



POTENTIAL MARITIME OPERATIONAL ATTACKS

 Disruption/Delay: Could be as fundamental as not having access to passenger/cargo 
manifests, schedules, loading plans, etc.

 Navigation: Global Positioning System (GPS) or shipboard Automatic Information System 
(AIS) jamming/spoofing

 Operational Technology: Remote hijacking of vessel or shoreside equipment control 
systems

 Blockages: Cyber related disabling of bridges or locks, or disabling of a vessel in a 
navigation choke point



Automatic Identification System (AIS) Overview



CRITICAL INFRASTRUCTURE SECTORS

THE LIFELINE SECTORS
- COMMUNICATIONS

- ENERGY

- TRANSPORTATION

- WATER/WASTEWATER
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CASE STUDIES:
 Maersk Line Disrupted (2017):  Intentional destruction, massive maritime impact
 SolarWinds Orion Breached (2020):  Supply chain, ~18k systems
 Microsoft Exchange Server Breached (2021): 30k+ organizations
 Florida Water Treatment Attacked (2021):  Attempt to poison water
 Purported Iran Cyber Files (2021):  Fuel pumps, cargo ships (satellite comms, 

ballast systems)
 Port of Houston (2021): Attributed to “nation-state actor”, successfully defended  
 Log4j (2021/22):  Potential Operational Technology vulnerability
 Americold Storage (April, 2023): Food distribution throughout the Pacific 

Northwest
 Quintillion Cable Incident (June, 2023): Fiber optic cable damage leads to 

widespread outage

https://www.latimes.com/business/la-fi-maersk-cyberattack-20170817-story.html
https://www.techtarget.com/whatis/feature/SolarWinds-hack-explained-Everything-you-need-to-know
https://cyberlaw.ccdcoe.org/wiki/Microsoft_Exchange_Server_data_breach_(2021)
https://www.industrialdefender.com/blog/florida-water-treatment-plant-cyber-attack
https://www.justice.gov/opa/pr/two-iranian-nationals-charged-cyber-enabled-disinformation-and-threat-campaign-designed
https://www.porttechnology.org/news/port-houston-targeted-by-nation-state-actor-in-cyber-attack/
https://unit42.paloaltonetworks.com/apache-log4j-vulnerability-cve-2021-44228/
https://www.bleepingcomputer.com/news/security/cold-storage-giant-americold-outage-caused-by-network-breach/
https://alaskapublic.org/2023/06/12/cut-cable-causes-weeks-long-north-slope-northwest-alaska-internet-and-cellphone-outages/


PORT OF KETCHIKAN CONT.

What infrastructure 
dependencies exist?

What are the IT/OT risks? 



CG CYBER PROTECTION TEAM (CPT)
• Operated by Coast Guard Cyber Command

• Available to all MTS Stakeholders at no cost to requestor

• Prevention Missions:

• Assess- identify vulnerabilities and weakness before exploitation (Pen 
Testing and Configuration Review)

• Harden- guidance and recommendations to secure and protect MTS 
networks

• Assessment reports have helped to support PS Grant requests

• Response Missions:

• Hunt: identify adversary on MTS networks

• Clear: advise on restoring port system functionality and operations post-
incident

Requesting CPT Engagement: maritimecyber@uscg.mil



THANK YOU!

Kristina Arsenault, Marine Transportation System Specialist (Cyber)
Coast Guard Marine Safety Unit Valdez
Kristina.r.arsenault@uscg.mil
(907) 835-7202

mailto:Kristina.r.arsenault@uscg.mil
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