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CYBERSECURITY AND THE MARITIME ENVIRONMENT

September 2023



MARINE TRANSPORTATION SYSTEMS & CYBERSECURITY

(WHY IT MATTERS)

UNITED STATES COAST GUARD

CYBER STRATEGIC
OUTLOOK

Lt

“Cyber attacks against the United States (U.S.) are one of the most significant threats

to our economic and military power since World War I1.“
2021-Cyber-Strategic-Outlook.pdf (uscg.mil)

“Escalating cyber risks to America’s critical infrastructures present an existential
threat to continuity of government, economic stability, social order, and national
security... U.S. companies find themselves on the front lines of a cyber war they are
ill-equipped to win, against nation-states intent on disrupting or destroying our
critical infrastructure. Bold action is needed to prevent the dire consequences of a
catastrophic cyber attack.”

President’s National Infrastructure Advisory Council report Dec 2019



https://www.uscg.mil/Portals/0/Images/cyber/2021-Cyber-Strategic-Outlook.pdf
https://www.cisa.gov/sites/default/files/publications/The%20President%26%23039%3Bs%20National%20Infrastructure%20Advisory%20Council%26%23039%3Bs%20%28NIAC%29%20Charter%20December%202019_508.pdf

SUPPLY CHAIN MANAGEMENT AND CYBER DEPENDENCY
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GEOGRAPHIC ELEMENTS OF THE MARINE
TRANSPORTATION SYSTEM

MTS Geographic Elements




INFORMATION TECHNOLOGY & OPERATIONAL TECHNOLOGY (IT/OT)
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Operational Control Systems
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Ramp Control Systems Fire Protection Systems

Terminal Operating Systems Environmental Protection Systems (Spill Control)
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Building Management Control Systems
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POTENTIAL MARITIME OPERATIONAL ATTACKS

Disruption/Delay: Could be as fundamental as not having access to passenger/cargo
manifests, schedules, loading plans, etc.

Navigation: Global Positioning System (GPS) or shipboard Automatic Information System
(AIS) jamming/spoofing

Operational Technology: Remote hijacking of vessel or shoreside equipment control
systems

Blockages: Cyber related disabling of bridges or locks, or disabling of a vessel in a
navigation choke point



Automatic Identification System (AIS) Overview

Imagine a shipboard radar or an electronic chart display that

includes a symbol for every significant ship within radio range, each

with a velocity vector (indicating speed and heading). Each ship

"symbol" can reflect the actual size of the ship, with position to GPS

or differential GPS accuracy. By hovering over an AIS icon, you can

learn the ship name, course and speed, classification, call sign,

reglstratmn number MMSI and other information. Automatic Identification
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CRITICAL INFRASTRUCTURE SECTORS

Figure 1: Critical Infrastructure Sectors and Related Sector Risk Management Agencies
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ALASKA- ALL CABLES
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CASE STUDIES:

Maersk Line Disrupted (2017): Intentional destruction, massive maritime impact
SolarWinds Orion Breached (2020): Supply chain, ~18k systems

Microsoft Exchange Server Breached (2021): 30k+ organizations

Florida Water Treatment Attacked (2021): Attempt to poison water

Purported Iran Cyber Files (2021): Fuel pumps, cargo ships (satellite comms,
ballast systems)

Port of Houston (2021): Attributed to “nation-state actor”, successfully defended
Log4j (2021/22): Potential Operational Technology vulnerability

Americold Storage (April, 2023): Food distribution throughout the Pacific
Northwest

Quintillion Cable Incident (June, 2023): Fiber optic cable damage leads to

widespread outage



https://www.latimes.com/business/la-fi-maersk-cyberattack-20170817-story.html
https://www.techtarget.com/whatis/feature/SolarWinds-hack-explained-Everything-you-need-to-know
https://cyberlaw.ccdcoe.org/wiki/Microsoft_Exchange_Server_data_breach_(2021)
https://www.industrialdefender.com/blog/florida-water-treatment-plant-cyber-attack
https://www.justice.gov/opa/pr/two-iranian-nationals-charged-cyber-enabled-disinformation-and-threat-campaign-designed
https://www.porttechnology.org/news/port-houston-targeted-by-nation-state-actor-in-cyber-attack/
https://unit42.paloaltonetworks.com/apache-log4j-vulnerability-cve-2021-44228/
https://www.bleepingcomputer.com/news/security/cold-storage-giant-americold-outage-caused-by-network-breach/
https://alaskapublic.org/2023/06/12/cut-cable-causes-weeks-long-north-slope-northwest-alaska-internet-and-cellphone-outages/
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Panamax Cruise Ship Berths
(4x)
George Inlet Marine

Complex

Ketchikan Shipyard

Ward Cove Cannery

Pacific Log and Lumber
Gravina Mill Site

Smart Construction
Air Marine Harbor
Talbot's Building Supply

Dock

Southeast Stevedoring

PORT OF KETCHIKAN CONT.

Ketchikan Marine Industry Council

“Identify and Promote Ketchikan's Marine Enterprise”

www ketehi

Power Systems and
Supplies of Alaska —
907-247-7772

City of Ketchikan -
907-247-3610

28-41ft

40-100 ft

Cape Fox Corporation

—907-225-5163 60-120 ft

Vigor Industrial — 907-
617-4726

City of Ketchikan —
907-247-3610

City of Ketchikan —
907-247-3610

City of Saxman -907-
225-4166

Boyer Towing —907-
225-2090

Ketchikan Gateway
Borough —907-228-
6625

Smart Construction —
907-225-5520

Air Marine Harbor -
907-225-2282

Talbot's Building
Supply — 907-225-6671 35 ft

Southeast Stevedoring
—907-225-6157

Roaded, Electricity

Roaded, Electricity

Roaded, 3-Phase EI.

Roaded, Electricity

Roaded, Electricity

Roaded, Electricity

Roaded, 3-Phase EI.

Roaded, 3-Phase El.

Roaded, Electricity
MA

Roaded

Roaded

Roaded

%" Ketchikan's Marine Industrial Core

Floating log storage for 15m boardfeet, car float
slip w marine rail, veneer barge loading dock,
55,000 barrel fuel ol storage tank, 200,000 gallon
caustic soda storage tank, 5x 1,200 ton wood-chip
storage silos

Mavigation routes suitable for VLCC-class vessels,
discrete location, proximity to potential dedicated
DOWET SOUFCe.

4 ¢ 110" drydock, 225'%85" drydock, 25,500 sf
ship assembly/repair berth, 70,000 sf assembly
hall, 3 mobile cranes

Downtown location within walking distance of
many amenities.

125 ton transfer bridge, marine rail, 30,000 sf
warehouse,

Warehousing, holst, marine hotel /
accommodations.

2 acres paved storage, 5 acres unpaved storage
Steel grid for 100-300 ft barges.

Offices, storage, 300-ton marine rall, 5-ton air rail.

Uplands storage, crane, bulkhead, barge landing.

What infrastructure

dependencies exist ?

What are the IT/OT risks ¢

Petro Marine

Anderes Oil

Amerigas

Alaska Marine Lines
Northland Services
Olson Marine

Boyer Towing

907-225-

1985 15-65 ft Roaded

907-225-
2163 30 ft
907-225-
4000

Roaded

20 ft Roaded

1-800-585-6102

907-225-2093
907-225-1417
907-225-2090

Hydralic crane, 10.4m fuel
storage capacity, fuel, lubricants,
public showers, batteries,
chemicals, tanks, containers spill
response

Delivery of 200 gallons / minute,
lubricants, batteries, filters,
chemicals

Additional Advantages:
Mature supply chain: 212




CG CYBER PROTECTION TEAM (CPT)

® Operated by Coast Guard Cyber Command
® Available to all MTS Stakeholders at no cost to requestor

® Prevention Missions:

® Assess- identify vulnerabilities and weakness before exploitation (Pen

Testing and Configuration Review)

® Harden- guidance and recommendations to secure and protect MTS

networks

® Assessment reports have helped to support PS Grant requests

® Response Missions:
® Hunt: identify adversary on MTS networks

® C(lear: advise on restoring port system functionality and operations post-

incident




THANK YOU'!

Kristina Arsenault, Marine Transportation System Specialist (Cyber)
Coast Guard Marine Safety Unit Valdez
Kristina.r.arsenault@uscg.mil

(907) 835-7202



mailto:Kristina.r.arsenault@uscg.mil
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